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Equipements utilisé

-WAP121

-Cable RJ45

-Ordinateur portable

-Un serveur AD, DHCP, DNS préconfigurer
-Un switch

Remettre a I'état initial au par défaut d'usine

1. Jugez le bouton de réinitialisation situé au fond du périphérique pendant
approximativement dix secondes avec une broche.

OX ¢ -
W LTHERNET

Les recharges de Point d'acces et est placées aux configurations de configuration par
défaut.

2. Lancez un navigateur Web, tel que I'Internet Explorer ou le Mozilla Firefox.
Tapez I'adresse IP statique par défaut 192.168.1.245 dans la barre URL et I'appuyez sur
entrent. Pour atteindre cette adresse IP, soyez sir que votre ordinateur est sur le
réseau 192.168.1.xxx.

3. Procédure de connexion avec les qualifications par défaut. Le nom d'utilisateur
par défaut est Cisco, et le mot de passe par défaut est Cisco.

dhalne Wireless Access Point
cisco usmame: E S

Passvord: TSN

8 2014 Csco Systems, Inc. All nghts reserved
Cisco, the Cisco logo, and Cisco Systems are reqistered trademarks or trademarks of Cieco Systems, Inc. andlor ds affiliates in the United States and certan other countnes
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Mettre a jour la borne WI-FI

4. Cliquer sur Upgrade Device Firmware

st]tenfss Small Business / (cisco) LogOut About Help

cisco WAP121 Wireless-N Access Point with Single Point Setup

Geting Started

i m—
Adminisizlion Use the following links to quickly configure your access point.

> Wireless b\ Initial Setup 1| Quick Access
»> System Security

v Run Setup Wizard
> Client QoS

Configure Radio Settings Upgrade Device Firmware
Configure Wireless Network Settings Bckulees{ore Configuration
Configure LAN Settings

*» Single Point Setup

Run WPS
Configure Single Point Setup

ila Device Status

System Summary

Wireless Status.

5. Rendez-vous sur le site du constructeur puis télécharger le firmware :
https://software.cisco.com/download/home/284152657/type/282463166/release/1.0.6.8%i=!p p

6.Utiliser la méthode HTTP/HTTPS, parcourir et ajouter le fichier tar téléchargé et cliquer sur

upgrade
wtlter]1, Small Business / . (cisco) LogOut About Help
cisco  WAP121 Wireless-N Access Point with Single Point Setup

Getting Started
Run Setup Wizard

Upgrade Firmware

Status and Statistics PID VID: WAP121-E-K9 V01

System Settings Firmware Version: 1.0.5.3

User Accounts.
Time Seftings Transfer Method: @ HTTPHTTPS
Log Settings O TFTP

Email Alert
HTTPMHTTPS Senvice Source File Name: | parcourir_. | WAP121_1.0.6.8.tar
Management Access Con -

Upgrade Firmware| Note: Uploading the new software may take several minutes. Please do not refresh the page or navigate to another page while uploading the new software, or the software upload will be
Download/Backup Configs aborted. When the process is complete the access point will restart and resume normal operation.
Configuration Files Prope
Copy/Save C
Discovery - Bonjour
Packet Capture
Support Information
LAN

Wireless

System Security
Client QoS

Single Point Setup

Upgrade Firmware

The new software has been successfully uploaded to the AP.
The AP will now save the new software, load it, reboot and come up with the last saved configuration.

The AP will be unavailable while the upgrade is taking place. Do not power down the access point while the upgrade is in process.

This process will take approximately 6 minutes.
Upon completion, the AP will re-boot and the Logon page will be displayed so that you can re-login.

Ifthe IP address of the AP has changed, you will need to access the Logon page manually at its new IP address.

Please wait, upgrade in progress:
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Confiquration de la borne WI-FI

7. Une fois installer connectez-vous et cliquer Configure LAN Settings

ot]eer]s, Small Business = (cisco) LogOut About Help

cisco \WAP121 Wireless-N Access Point with Single Point Setup

Run Setup Wizard Getting Started
> Status and Statistics

» Administrati
i peton Use the following links to quickly configure your access point

> Wireless é Initial Setup L Quick Access
» System Security

> Client QoS

Configure Radio Settings Upgrade Device Firmware
» Single Point Setup Configure Wireless Networkfettings Backup/Restore Configuration
onfigure LAN Seftings

Run WPS

Run Setup Wizard Change Account Password

Configure Single Point Setup

ily Device Status
System Summary

Wireless Status.

8. Configurer I'lPv4 statique de la borne, le masque, la passerelle, le DNS de votre réseau
et éventuellement indiqué lui VLAN si votre switch et configurer avec des vlans

st]1e1]ss Small Business = (cisco) LogOut About Help

cisco WAP121 Wireless-N Access Point with Single Point Setup
Getting Started
Run Setup Wizard
Status and Statistics Global Settings
Administration

VLAN and IPv4 Address

MAC Address: 04:62:73:36:5A110

Port Settings Untagged VLAN: Enable
and IPv4 Addres:

IPv6 Addresses Untagged VLAN ID: 1 (Range: 1- 4094, Default 1

Wireless
System Security ManagementVLAN ID: {1 (Range: 1- 4094, Default 1)

Client QoS

IPv4 Settings

() DHCP
@ staticlP

Static IP Address: 192° 81168 [Bl1 .|250
Subnet Mask: 255 .|256 .|255 .|0
Default Gateway: 192 |168 |1 1254

Domain Name Servers: Dynamic
© Manual

e s i o
ot o o

Single Point Setup o

ion Type:
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9. Une fois fait retourner a I'accueil et cliquer sur Configure Radio Setting. Activer I'option
Radio nous laisserons les paramétres par défaut, mais nous serons amené a les
modifier plus tard pour des question d’optimisation selon I'environnement de la borne WI-
Fl.

stlian]e, Small Business - (cisco) LogOut About Help

cisco WAP121 Wireless-N Access Point with Single Point Setup

Getting Started

Run Setup Wizard Radlo

Status and Statistics Global Settings
Administration
TSPEC Violation Interval: Seconds (Range: 0 - 900, 0 = Disable, Default 300

Basic Settings

Rogue AP Detection Radio: Enable i |
Networks

Scheduler MAC Address: 04:62:73:36:5A:10
Scheduler Association

Bandwidth Utilization Mode: | 802.11b/g/n ~

MAC Filtering
WDS Bridge Channel Bandwidth: [20mMHz
WorkGroup Bridge B
Qos Primary Channel: [Lower +|
WPS Setup S
WPS Process Channel: [Auto v |
System Security

Client QoS Advanced Settings

Short Guard Interval Supported: [Yes ]
Single Point Setup
Protection: [Auto v |

Beacon Interval: 00 Milliseconds (Range: 20 - 2000, Default: 100

3
DTIM Period: 2 (Range: 1-255, Default: 2)

Fragmentation Threshold: 2346  Even Numbers (Range: 256 - 2346, Default 2345)
RTS Threshold: 347  (Range: 0-2347, Default 2347)

Maximum Associated Clients: 200 (Range: 0-200, Default: 200)

Transmit Power: Full - 100%

Fixed Multicast Rate:

|54[48[36[24[ 18] 12
Legacy Rate Sets: ILICICILIL

[=1[=] (=] [=][=] =]
o 1 2|3

MCS (Data Rate) Settings:
s

50 Packets Per Second (Range: 1 - 50, Default 50)

Rate Limit
[[) Broadcast/Multicast Rate Limiting
Rate Limit Burst [75 Packets Per Second (Range: 1- 75, Default: 75)

TSPEC Mode:

TSPEC Voice ACM Mode:

TSPEC Voice ACM Limit: Percent (Range: 0 - 70, Default: 20)
TSPEC Video ACM Mode:

TSPEC Video ACM Limit: Percent (Range: 0 - 70, Default: 15

TSPEC AP Inactivity Timeout: Seconds (Range: 0 - 120, 0 = Disable, Default: 30)

co Systems, Inc. All rights reserved

st]1e1]s. Small Business - (cisco) LogOut About Help

cisco \WAP121 Wireless-N Access Point with Single Point Setup

Getting Started Networks
Run Setup Wizard

» Status and Statistics Virtual s Points (SSIDs)

Emadministiation VAP No. | Enable VLANID | SSID Name SSID Broadcast | Security MACFilter | Channel Isolation
> LAN

|wPaPersonal v | [Disabled v |

Radio Show Details

Rogue AP Detection 1 GuiletRadius \WPA Ente
GL i rprise v | | Disabled v

Scheduler Show Details

Bandwidth Utilization Edt ][ Delete |

MAC Filtering

WDS Bridge

WorkGroup Bridge

Qos

WPS Setup

WPS Process
System Security

Client QoS

Single Point Setup
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Création des différents points d’accés WI-FI

11. Cliquer sur le point d’accés par défaut et faite édit

12. Indiquer le vilan a utiliser si c’est le cas donner un SSID au point d’acces laisser cocher le
SSID Broadcast enfin pour le premier point d’acces on utilise la sécurité WPA Personal.
Ensuite nous définissons la clé puis on sauvegarde.

wjearfr, Small Business (cisco) LogOut Adout Help

cisco WAP121 Wireless-N Access Point with Single Point Setup

Gating Startad Networks
Run Selup Weard

» Status and Stalistics Virtual Access Points (S510s)
> Adminisiration VAP No. Enable VLANID SSID Name SSID Broadcast  Securfty MAC Fiter Channel isolation

» LAN " - e — e N

Hide Data

Radio
Rogue AF Detection

el ViPA Versions WPA w2
Scheauler Cipher Suttes: TKP CCNP (AE8)

Scheauler Assoclation

Ao i Kay eseesnenes Rangs. 8-

MAC Filtsring Key Strangth Meter: nn | Below Minimum
ViDS Bringe Broadcast Ky Refresh Rate |300 Range

WorkGroup Bridge

3;?;3.:.. L 1 Gulletiadius WPAEnterprize v | Disabied |

i

VPS8 Process. Show Details

> System Security

» Single Point Setup

13.Votre premier point d’accés WI-FI et fonctionnel il vous suffit de vous connecter a I'aide
de la clé créer pour celui-ci.

Wi-Fi
"R Bbox-ASTA1DAF
78 GuletRadius

GuiletSansRadius

¥ Se connecter automa

14. Nous allons créer un point d’accés WI-FI d’entreprise

15.0n add puis on edit

16. Indiquer le vlan a utiliser si c’est le cas donner un SSID au point d’acceés laisser cocher le
SSID Broadcast enfin pour le premier point d’accés on utilise la sécurité WPA Entreprise.
Ensuite nous définissons I'adresse IP ou point nos service AD, DHCP ... éventuellement ca
réplication et une clé puis on sauvegarde.
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cisco WAP

(cisco) LogOul  About  Help

| WP o | Enatle VLANID | SSIDName \ SSI0 Broadeast  Securty

MAC Filter

o ) 1 [Gutersansraais

WP4Parsonal v |

Show Details

[Disabled v

R V-~ - -

Hita Details.

Cipher Suites. [ TP

Server P Aodress-3:
Server IP Address-4:
Key-1

Key2:

Key-3:

Key-4:

Adtive Sarver

Broadcast Key Refrash Rate

Session Key Refresh Rate:

WPAvarsions. @wea Ewesz
Enable pre-authentication

COMP (A28)

Server IP Address Tipe: @ 1Pw O 1PG

Server IP Address-1: 192168170 (o e nxe e,
Server IP Address-2: 192168171 2 «

() Enable RADIUS Accounting

Server IP Address-1 v

Le point d’acces sera alors visible, mais il ne sera pas possible de la rejoindre nous devons
effectuer une manipulation sur le serveur AD. |l pourra ensuite se connecter avec ses

identifiants d’entreprise sur la borne WI-Fi
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